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DESIGNING INNOVATIVE APPLICATIONS USING NEAR FIELD
COMMUNICATION (NFC) TECHNOLOGY

Abstract

Nowadays, there is a growing interest on rapid kgrmeent and adoption of
information technologies (IT) especially in contast smart cards and mobile
communication technologies. Near Field Communicat{(dlFC) technology has
become one of the promising technological develogasen IT industry as well as
one of the attractive research areas. NFC techyasog short range, high frequency,
low bandwidth and wireless communication technolbgged on Radio Frequency
Identification (RFID) technology, which simplifieend secures the interaction with
ubiquitously around people. NFC ecosystem is desiginom synergy of several
technologies including mobile devices, smart casdsure elements (SEs), Over-the-
Air (OTA) technology, and mobile applications; heritenables a variety of services
with a dynamic environment. The aim of this stuslya present NFC Loyal and NFC
Internal applications with a comprehensive analysfisthe NFC technology in
aspects of technical, operational as well as basinFC Loyal aims to promote
loyalty and payment services on multi-applicationast cards through a secure
model. In case of NFC Internal, a reliable and 8t indoor navigation system is
designed by taking advantages of NFC technologys Btudy gives valuable
insights on the NFC technology’s development arapadn.



YAKIN SAHA ILETISIMI TEKNOLOJSI ILE YENILIKCI SERVISLERIN
GELISTIRILMESI

Ozet

Gunumuzde bilgi teknolojilerinin, 6zellikle temassakilli kartlar ve mobil iletim
teknolojilerinin, hizli gekimine ve benimsenmesine yoOnelik artan bir ilgi s6z
konusudur. Yakin Sahdletisimi (NFC) teknolojiside IT sektoriinde gelecek
vaadeden teknolojik gslnelerden ve ayni zamanda onemlisarena alanlarindan
biri olmustur. NFC teknolojisi kisa menzilli, yiksek frekansllsik bant genii gine
sahip ve Radyo Frekansli Tanimlama (RFID) teknsiog dayanan kablosuz bir
iletisim teknolojisidir. NFC teknolojisi insanlarin cegigle olan etkilgimini
basitlatirmekle beraber glivence altina almayi hedeflerCN#kosistemi bir¢ok
teknolojinin ve platformun bir arada gahasi tzerine tasarlanghr; bunlar balica
mobil cihazlar, akilli kartlar, guvenli elemanlaiSEs), Over-the-Air (OTA)
teknolojisi ve mobil uygulamalardir. Bu ylzden NFRosistemi ylksek sayida
uygulamaya ve servise olanakgkgyan dinamik bir yapidan ajur. Bu calsmanin
amacit; iki yenilikci NFC uygulamasinin; NFC Loya WFC Internal’in kapsamli bir
NFC teknolojisi analizi ile sunulmasidir. NFC Loysddakat ve 6deme servislerinin
uygulamali akilli kartlarinda guvenli bir model igelistirilmesini hedeflemektedir.
NFC Internal ise, NFC teknolojisinin degtele distik maliyetli ve guvenilir bir i¢
mekan navigasyon sistemigéamaktadir. Bu cagma NFC teknolojisinin ilerleme ve

gelisme sureci hakkinda derli bilgiler vermekte ve 6ngériulerde bulunmaktadir
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Chapter 1

Introduction

With the introduction of ubiquitous computing andnBient Intelligence (Aml)
visions, technology is started to becomere “invisible, embedded, and is enabled
by simple interactions, attuned to all our senseg adaptive to users and contexts”
[1]. Today, increasingly objects in our everydaywiesnment are associated with
services. Increasing mobility of computing devicgsovided by mobile
communications is becomes an important step indéneelopment of ubiquitous

computing.

Mobile phones already had several communicationoogt with the external
environments before the introduction of Near Figlbmmunication (NFC)
technology. When the mobile phones were initiafraduced, their primary goal
was to enable communication among mobile phonesbdblSystem for Mobile
(GSM) communication enabled functionality of moljileones for several services,
such as voice communication, Short Message Se(@btS), Multimedia Message
Service (MMS) and Internet access. Then Bluetoedhriology was introduced to
create personal area wireless networks that conpegpherals with computing

devices including mobile phones.

Currently a new way of interaction approach by NEChnology which igouching
paradigmhas been in question in our daily lives. Thisiatdon can be identified as
"the deliberate bringing together of two devicesr the purpose of obtaining
services'[2]. NFC as one of the enablers for ubiquitous potimg is d@'combination
of contactless identification and interconnecti@thnologies”[3] which requires
touching two NFC compatible devices to each othdew centimeters (up to 4 cm).
User first interacts with a smart object which ther an NFC tag, NFC reader or
another NFC enabled mobile phone, using her NFCilmoBfter the touching



occurs, NFC mobile can make use of received dataan use provided mobile
services such as opening a web page, making aeveice connection etc.

Inherent Security

Interoperable with Intuitive and Easy
existing Contactless to Use with a

Smart Cards Simple Touch
\

Versatile, Improves
Communication and
Customer Service

Automatic Pairing
Capability
\3
Based on Global

and Open
Standards

Figure 1.1. Key Benefits of NFC Technology

Up to now, many NFC trials have been conducted dkerworld, especially in
payment application domain. All trials conclude taet that with the development of
NFC technology, mobile phone is subject to becoafersmore convenient, speeder

and more fashionable physical instrument.

NFC technology allows people to integrate theitydase cards such as loyalty, debit
and credit cards into their mobile phones. Actualigure storage of the personal and
private information such as credit card or debidcdata within mobile phones is
essential in which security and privacy issues beconportant concerns. However
in NFC, interaction of two devices in close proxynmakes the signal interception
probability very low, which provides NFC technology implicit security feature
(Figure 1.1).

In addition to integrating those cards into molakevices, NFC technology brings

innovations to mobile communications. It enables twers to exchange data simply
2



by touching two mobile phones each other. FurtheenNC technology gives NFC
reader capability to mobile phones; hence theyread and get valuable information

stored on passive tags.

Beside novel applications and services, NFC tedgylhas a great potential in
business opportunities; hence it has impressed naaggnizations with a great
excitement from Mobile Network Operators (MNOSs) ttansport authorities and
financial institutions. At this point, it is impamt to drive cooperation of all
participating organizations within NFC ecosystemetmable sustainable business
models which is essential for technology’s acceqgaand adoption on customer

side.

In this study, we propose and design two innovalieC applications called NFC

Loyal and NFC Internal. We present their technreguirements, architectures and
generic usage models. Also NFC technology is ptedgen a holistic approach. The
motivation behind this study is to identify the dagtween practice and theory, give
some insights about the technology’s developmemd, @xpose potential research

areas.
The remainder of this study is organized as foltows

* Chapter 2 consists of information on communicatessentials of NFC
technology, operating modes, innovative applicajdmportance of secure
elements (SEs), Over-the-Air (OTA) functionalitiems well as brief
information on NFC ecosystem and business models.

e« Chapter 3 presents a promising service model caNédC Loyal for
promoting NFC enabled loyalty and payment servarea single smart card.

» Chapter 4 presents an innovative, low cost indawigation system called
NFC Internal with usage models.

» Chapter 5 provides conclusion of my thesis.



Chapter 2

Near Field Communication Technology

NFC technology was jointly developed by Philips aBdny in late 2002 for
contactless communications, and Europe’s ECMA iatonal adopted the
technology as a standard in December 2002. IS@r(ational Organization for
Standardization) and IEC (International Electrotecal Commission) adopted NFC
technology in December 2003. In 2004, Nokia, Phjliagnd Sony founded the NFC
Forum to promote the technology. Currently, NFChtedogy standards are
acknowledged by ISO/IEC, ETSI (European Telecomeations Standards
Institute), and ECMA (European Computer Manufaagtudessociation).

NFC is a short range, half duplex communicatiortqguol based on Radio Frequency
Identification (RFID) technology which provides gaand secure communication
between NFC compatible devices. However NFC isimdistfrom far field radio
frequency (RF) communication used in personal aea longer range wireless
networks. NFC uses inductive coupling between tratsg and receiving devices,
and the communication occurs within few centimetergh 13.56 operating

frequency (Table 2.1).

In NFC, RF interface supports communication at datas of 106, 212 as well as
424 kbps. The communication between two NFC devigstandardized in ISO/IEC
18092 standard as Near Field Communication Interfaed Protocol-1 (NFCIP-1)
and ISO/IEC 21481 standard as Near Field Commuaicétterface and Protocol-2
(NFCIP-2) [4, 5]. NFCIP-1 standard defines only idevto device communication
for both active and passive communication modesvever, RF layer of NFC is a
super set of the standard protocols which is atsopatible with the ISO/IEC 14443
standard (i.e. contactless proximity smart carddded) and JIS X 6319 standard as
FeliCa (i.e. another contactless proximity smardcstandard by Sony) as well as
ISO/IEC 15693 standard (i.e. contactless vicinityag card standard). These smart

4



card interfaces similarly operate at 13.56 MHz frocand reader to card with distinct

data rates and communication ranges [6].

NFC uses different modulation schemes (i.e., ASkhwvi00% or 10% modulation
depth or load modulation) and coding techniques.,(INRZ-L, Manchester and
Modified Miller coding) to transfer data. In eacl® transaction, the mode of NFC
devices, the signaling type and standards usedrimnterface (NFCIP-1, ISO/IEC
14443, JIS X 6319 Type F as FeliCa), and the datiaster rate is important in

defining the modulation and coding scheme [6].

Table 2.1. Comparison of WPAN Technologies [7, 8]

Parameter Bluetooth Zigbee NFC
Range 10-100 m 10-100 m 4-10 cm
Data Rate 0.8-2.1 Mbps 0.02-0.2 Mbps 0.02-0.4 Mbps
Cost Low Low Low
(P:ower : High Medium Low
onsumption
Spectrum 2.4 GHz 2.4. GHz 13.56 GHz
Security Low Low High
Network Piconets, Scatternets| Star, Tree, Mesh | One to one
Topology
Personalization | Medium Low High
Flexibility High High High

2.1 Communication Essentials

NFC occurs between two NFC compatible devices,thade two NFC devices can
operate in several modes. In device point of viéw, device generates its own RF
field, it is called as an active device; if a devian not generate its own RF field, it
is called as a passive device (Table 2.2). In teashtommunication modes, they are
distinguished based on whether each device has delebepower source. In the

active mode of communication, both devices gendhetie own RF field to carry the



data. In the passive mode of communication, ontwaalevice generates the RF

field while the passive device uses load modulatotmansfer the data.

Table 2.2. Active vs. Passive Communication Mode [9

Device A | Device B | RF Field Generation CommunicatioiMode
Active Active Both devices Active Mode

Active Passive Device A only Passive Mode
Passive Active Device B only Passive Mode

In addition, there are two different roles thateavide can play in NFC which can be
illustrated as aequest and replgoncept as illustrated in Figure 2.1. Initiatothe
device that initiates and controls the exchangalaih. Target is the device that

answers the requests from initiator.

<—Data Exchange—>»

Initiator Target

Figure 2.1. Communication between Initiator andgéar

Table 2.3 shows the possible combinations of imitigarget roles with respect to
active/passive roles for a device. An active decime become both an initiator and a

target. However a passive device cannot be amtaoiti

Table 2.3. Combinations of Active/Passive Devicthvmitiator/Target Device

Device Role Active Device Passive Device
Initiator Possible Not Possible
Target Possible Possible




2.1.1 NFC Devices

As mentioned, communication occurs between two sMBC devices. These NFC
devices are NFC enabled mobile phone, NFC tagNd(@ reader. Table 2.4 shows

the possible interaction styles among the NFC d@svic

Each interaction style enables different operatmages of NFC technology which
can be reader/writer mode, peer-to-peer mode, anca@ emulation mode. For
instance, in reader/writer mode communication cedetween an NFC mobile on
one side, and a passive RFID tag (NFC tag) on tiner side; the NFC mobile reads
the information stored on an NFC tag or writes iinfation onto an NFC tag. Each
operating mode uses distinct communication intedac.e. ISO/IEC 14443, FeliCa,
NFCIP-1 interfaces) on RF layer as well as haserbfit technical and design

requirements.

Table 2.4. Interaction Styles of NFC Devices an@@png Modes

Initiator Device Target Device Operating Mode
NFC Mobile NFC Tag Reader/Writer Mode
NFC Mobile NFC Mobile Peer-to-Peer Mode
NFC Reader NFC Mobile Card Emulation Mode

2.1.2 General Architecture of NFC Mobile

NFC enabled mobile phone is the most important efgrof an NFC based system.
NFC mobile typically composed of various integratéduits, secure elements (SES)
and NFC interface as illustrated in Figure 2.2. NRteérface within a mobile phone
iIs composed of a contactless, analogue/digitaltfemnl called NFC Contactless
Front-end (NFC CLF), an integrated circuit calle@&QNcontroller to enable NFC

transactions as well as an NFC antenna.

An NFC enabled mobile phone has at least one SEhwhkiconnected to the NFC
controller for performing secure proximity transans with external NFC devices.
SE provides a dynamic and secure environment fogrems and data. It enables
storage of valuable and private data such as coedd information of user, and

7



secure storage and execution of NFC enabled sersigeh as contactless payments.
Also more than one SE can directly be connectedhéo NFC controller. The
supported common interfaces between SEs and NF@otlen are Single Wire
Protocol (SWP) [10] and NFC Wired Interface (NFC)I1].

The host controller is the heart of any mobile phdrost Controller Interface (HCI)
creates bridge between NFC controller and hostratbert [12]. An ISO/IEC 7816
interface supports the linkage of SEs to host otlett The host controller sets the
operating modes of the NFC controller through HZZgcesses data that is sent and

received, and establishes a connection betweenddrtoller and SE.

’ :
NFC enabled Mobile Phone Baseband

%[ Host Controller } Communication

Host ISO/IEC 7816
Controller Interface

Interface Secure Mobile Network
Element Infrastructure

SWP or S2C
|
, —\ NFC Antenna ) NFC Device
NFC NFC Contactless (1) NFC Tag
\Controller  E——3 “rontind (CLF) | (2) NFC Mobile
N / J (3) NFC Reader
N

Figure 2.2. General Architecture of NFC enabled NéoBhones
2.2 Standardization in NFC Ecosystem

As discussed, NFC technology benefits from varielesnents such as smart cards,
mobile phones, card readers, payment systems kthele elements need to acquire
accreditation from an assortment of governing beothat have the responsibility for

security and interoperability of various NFC degicAs mobile phones became best

8



solution for NFC technology especially for secureansactions, various
standardization bodies defined how the NFC techgylshould be integrated to
mobile phones and other related devices. Some dibdres defined supportive
architectures and specifications for the secustyvall as the suppotive technologies
for NFC mobiles such as smart cards for NFC trammas The common vision of all
standardization bodies is increasing the ease adsac interoperability and security

for NFC technology.

Table 2.5. Some Standardization Bodies within NEGdystem

Standardization

Body Role
Promotes the usage of NFC technology by developing
NFC Forum specifications, ensuring interoperability amongides and

services, and educating the market about NFC téopyo
GSM Association | Provides MNO vision for mobile NFC solutions by mdiéying

(GSMA) technical options and providing recommendations

Develops specifications that facilitate secure iateroperable
GlobalPlatform deployment and management of multiple applicatmnsecure

smart cards

Co-inventor of NFC technology along with Sony, Epates in

NXP Semiconductors and supports development of NFC

Non-profit, global, financial industry-driven foruwho

Mobey Forum encourages the use of mobile technology in findiseievices

Non-profit association who works to stimulate the
Smart Card Alliance | understanding, adoption and widespread applicati@amart

card technology

Association who contributes to the establishmerarobpen,

StoLPan interoperable NFC service environment

Develops open standards for mobile phone indusidy a
Open Mobile Alliance supports the development of mobile service enabler
(OMA) specifications and the creation of interoperabkterend

mobile services

Java Community Holds the responsibility for the development ofaléachnology

Process (JCP) and guides the development of Java technical spatidns




2.3 NFC Operating Modes and Applications

There are three operating modes reader/writer,-tfoegeer and card emulation
modes as already mentioned. Reader/writer modeleshaime NFC mobile to
exchange data with one NFC tag. Peer-to-peer modéles two NFC enabled
mobiles to exchange data with each other. In cardl&ion mode, a mobile phone
can be used as a smart card to interact with an ld&@er. Each operating mode has
different technical infrastructure as well as bésdbr the users.

NFC Forum standardized only two operating modead@gwriter and peer-to-peer
operating modes) from the application layer to RE layer (Figure 2.3). For

reader/writer mode, Record Type Definition (RTDHa#wFC Data Exchange Format
(NDEF) specifications are being used. Within peepéer mode, Logical Link

Control Protocol (LLCP) is used to connect peepéer based application to RF
layer, while card emulation mode provides smartl capability for mobile phones.

NFC Card

4 Peer-to-Peer Mode Reader/Writer Mode
. Emulation Mode

Applications

—_— —_—

NFC For;rlnoF'Bnét’c;ﬁI"Eindings RTD
- . Record Type
card_ Definition
Emulation &
Capabilty LLCP NDEF
for Mobile Logical Link Data Exchange
Devices Link Protocol Format
EESSeee————

Tag type 1,2,3,4

Mode Switch

RF Layer ISO 18092 + ISO 14443 Type A, Type B + FeliCa

Figure 2.3. NFC Forum Technical Architecture

2.3.1 Reader/Writer Operating Mode

Reader/writer operating mode is the communicatioanoNFC mobile with an NFC

tag for the purpose of either reading or writingadom or to those passive tags as
10



depicted in Figure 2.4. This mode internally cotssedf two modes; reader mode and
writer mode. In reader mode, the initiator readsadeom an NFC tag. NFC tag
should have a pre-loaded program which performsmatg the requested data to the
initiator as well. In writer mode, the mobile phomgites data to an NFC tag.
Reader/writer mode’s RF interface is compliantS®IIEC 14443 Type A, Type B
and FeliCa schemes. This mode usually does not aeedure area, in other words
SE of an NFC enabled mobile phone.

NFC Forum standardized four types of NFC tags, (lag Type 1, Tag Type 2, Tag
Type 3, and Tag Type 4) which can store valuabiermmation [13]. In addition to

NFC forum mandated tag types, NFC Forum has stdrmda data exchange format
as NDEF between components. NDEF is a data formaixthange information
between NFC devices [14]; between active NFC desing passive tag, or active
NFC device and active NFC device. When an NFC @eigiégn proximity of an NFC

Forum mandated tag, NDEF message is received fréQ tdg, as well as NDEF
message transfer can be used over NFC Forum LLGEhwdhdescribed in peer-to-
peer mode communication essentials. The data fassaime in both cases.

Initiator  Initiator generates the 13.56 Mhz magnetic field Target
NFC Forum NDEF Message
Tag is powered by magnetic field and NFC Forum
responses to the request Mandated
Tag Types

Figure 2.4. Reader/Writer Operating Mode

NDEF is a binary message format that encapsulatesoomore pplication defined
payloadsinto a single message as illustrated in Figure A% NDEF message
contains one or more NDEF records. Each recordistsnsf a payload up to*21
octets in size. Records can be chained togethsupport larger payloads. Various
record types for NDEF messaging format are defingdNFC Forum. The record
type string field contains the name of the recgqktas record type name. Record
type names are used by NDEF applications to idettig semantics and structure of

the record content. Record type names may be MIMfiantypes, absolute URIs,

11



NFC Forum external type names or well-known NFCetgames [15]. Each RTD is

identified by its record type name.

NDEF NDEF NDEF NDEF NDEF
Record Record Record Record seseeee Record
1 2 3 4 n
— J
v
Application-
defined payload

Figure 2.5. NDEF Message Structure

Reader/Writer Mode Applications: The most challenging application can be
performed in this mode is the transfer of valuabfermation which can be a URL,
phone number, news, product identification, adsertient or some other type of
data. After the transfer operation, data can bd femany purposes by the mobile
phone. Smart posters with NFC tags are the comman @&f providing those

information services (Figure 2.6).

Up to now, high number of scenarios, proposals dechonstrations have been
performed in this mode. This mode can be useddatitry context aware and smart
environments, controlling mechanisms remotely, sujipy health services and

education services and so on.
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Figure 2.6. NFC Lab-Istanbul Smart Poster
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Table 2.6 Examples for Reader/Writer Mode Applizas

Application & o

Description
Reference

Enables users to easily benefit from NFC basedingtservice by
Remote Meal

Ordering [17]

making daily meal orders with a simple touch on NéfBanced

menu

Retail Support [18]

Allows customers to simply touch a product suckuh as Audio
CDs, DVDs or books that are tagged in the retaipsio receive a

preview of the product’s content on NFC mobile

Remote Grocery
Shopping [19]

Provides a new way of grocery shopping processhiog based
remote process. Whenever a customer wants to dehbeping, she
can prepare a shopping list on her NFC mobile impki touching

tagged items she wants to buy.

Remote
Controlling
Services [20, 21,
22]

Enables remote control of services such as cootnmlultimedia
players through NFC tags placed in an environmafien a user
touches an NFC tag which is a control icon, a @m@vent is sent tq

the corresponding service. So, the service pros¢hsesvent.

NFC Museum [23]

Facilitates interaction between visitors and warkart that are
tagged. User can easily get information about thieesponding

work of art by touching the tag on it.

News-on-the-Go
[24]

Supports collection of news content by simply tangtan
information poster on the go. Such posters mayldeed in public

spaces like at train stations.

All-1-Touch [25]

Provides a mobile phone interface together withoaszvendor
online platform and a Facebook application. Usarstouch pieces,
places and people with their NFC mobile in ordenform friends
what they touched, get product information at tbmipof sale,

receive comments from their friends and share their opinion.

MyState [26]

Provides a way for users to make the environmeatanative by
using Facebook application. By touching tagged iglay®bjects
with NFC mobile, a user can quickly publish infotroa to the

virtual world.

TaggyNet [27]

Brings two new features into social media netwoeks:advertising
service and a location based service. Also a bssingodel and

marketing appeal has presented in this study.
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Especially creating smart environments is the msstge areas of this operating
mode. Smart environments are usually performed B kags that are distributed in
different places. In accordance with [16fads can provide support in user’s
everyday life activities by establishing a bridgevieeen the physical and the digital
worlds when they are ubiquitous in the everydayirenments of usetsand ‘the

tags become an integral part of physical spacegrady the way humans perceive

and behave in’it

City of Oulu project [16] in Finland is a good exale which explores the use of
NFC tags in a mixed of reality environment and usgperiences. In this project,
NFC tags distributed throughout the city which pdevdiverse services from bus
timetable information to accessing information alqgay performances and cast of a
theatre. It is possible to see other significargnegles for smart environments such

as Nice Future Campus, Smart Urban Spaces.

Table 2.6 presents some challenging applicatiams fiterature that are operating in
reader/writer mode. Some of these applicationgpesotyped, demonstrated as well

as evaluated in terms of usability as well.
2.3.2 Peer-to-Peer Operating Mode

This operating mode enables two NFC mobiles to axgh or share information
such as contact records, virtual business cardgadphotos, text messages, or any
other kind of data (Figure 2.7). Because of embédu®ver within mobile phones,
both devices are in active mode during the comnatioic in peer-to-peer mode.
Two active devices establish a bidirectional halfpleéx channel to exchange
information. This mode’s RF interface is standaediby NFCIP-1 which enables

request and replynodel between devices.

Initiator Target

Initiator generates the 13.56 Mhz magnetic field

NFC Forum Logical Link Control Protocol

wrum NDEF Message

Target responds request of the Initiator

Figure 2.7. Peer-to-Peer Operating Mode
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NFCIP-1 protocol provides a SAR (Segmentation amédRembly) capability as
well as data flow control depending on the Go & Wainciple usual for half duplex
protocols. Furthermore, NFCIP-1 protocol allowsoerhandling by using accept
(i.e., ACK frame) and reject frame (i.e., NACK frajpand provides an ordered data

flow. It provides a reliable and error free link/éa [6].

In addition to NFCIP-1, a new data link layer paabis standardized by NFC
Forum to support peer-to-peer communication between NFC enabled devices.
LLCP is essential for any NFC application that ilwes in a bi-directional

communication.

According to [28], it provides five important seres; connectionless transport,
connection oriented transport, link activation, ewssion and deactivation,
asynchronous balanced communication and protoctiiptaxing. LLCP provides a
solid ground for peer-to-peer applications and anba the basic functionalities

provided by NFCIP-1 protocol as well.

Peer-to-Peer Mode Applications: As mentioned, this mode is generally used for
device pairing, networking, and file transfer opienras (Figure 2.8). Peer-to-peer
mode provides easy and secure data exchange betweeNFC mobiles. Pairing
Bluetooth devices, exchanging business cards, gaar@ possible implementations

of this mode.

Furthermore NFC technology is an enabler for soc&tvorking tools that can be
integrated with the existing social network appimas (e.g., Facebook, Twitter,
LinkedIn) by making use of peer-to-peer operatingden Hot-in-the-City [29],

VisiExchange [30], Pass the Bomb and Exquisitechogames [31] are some

examples operating in this mode in literature.
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Figure 2.8. Secure Data Sharing

2.3.3 Card Emulation Operating Mode

This mode provides opportunity for an NFC mobildunction as a contactless smart
card such as a credit card, debit card or a loyadtgd. One NFC mobile may even
store multiple contactless smart card applicatiooscurrently on a single SE as
smart card within NFC mobile. NFC devices use smitligital protocol and
analogue techniques with smart cards, and theg@rgletely compatible with the
smart card standards that are based on ISO/IEC31%yide A, Type B and FeliCa

smart card standards.
Initiator Target

Initiator generates the 13.56 Mhz magnetic field
\ C
o

Initiator reads the information stored
NFC Reader on NFC Mobile or SE

Figure 2.9. Card Emulation Operating Mode

As the user touches her NFC mobile to an NFC reééigure 2.9), NFC mobile
behaves like a standard smart card, thus NFC reiatieracts with the related
application on the SE. Only card emulation modes BE efficiently and securely

which performs functions that require high security
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Card Emulation Mode Applications: Card emulation mode is an important mode
since it enables payment, ticketing, loyalty anaisir applications that have high
business value for all participating entities. Atkts mode enable identification and
access control mechanisms. The main motivationhaf bperating mode is to
integrate all payment cards, keys, tickets, trartspards, access cards and so on into
mobile phones.

Up to now, various pilots and projects on finana&viee domain have been
performed with different technical infrastructurasad business models over the
world. Some of the challenging examples are Payebild [32], Pay-Buy-Mobile

[33]. Today, there is a big effort on commercidl-out of NFC enabled payment
systems in some countries; the aim is to perforeingle, interoperable technical

platform for all NFC services with a sustainablsiness model nationwide.

Ay and Welbwurk Sevuy Wy

APPLIER | ‘
. CRYPTQGRAPHY . I{linvipl()s of ==
R Omputer Se('lu‘ir
o oy ‘V

Figure 2.10. Interaction with NFC Reader

In terms of academic point of view, some studiegehlaeen performed as well as
fruitful usability and user experience analysespayment and payment related

application domains. Some examples are:
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* Automated reservation and ticketing service forigig, and a system for car
parking access and payment system for ticketing33#

* Virtual ticketing system and secure mCoupon syg§&an37, 38],

« Payment service by Smart Touch [39],

* NFC Ticketing system including usability testin@[4

« Offline Tapango system for electronic ticketing ggss including comparison
with traditional paper ticketing process [41],

« Offline NFC payment service with electronic vouchpt?],

e Secure payment system built on a Service Orientechitecture (SOA)

including payment authorization process [43].
2.3.4 Benefits of NFC Applications

Each operating mode enables a variety of NFC sesyiand these modes provide
different benefits for users. A comprehensive ditere review on NFC applications
and services is performed in study [44]. Charasties and features of a number of
NFC applications are identified, and benefits amgacts of those applications to
human life are investigated by classifying themeolasn NFC operating modes.

The reason behind classification based on operatiades is that every operating
mode has its own communication essentials, usages @nd benefits to users. Table
2.7 summarizes the explored benefits of operatindes depending on the reviewed

applications, and presents the possible futureasaenfor each mode.
2.4 Secure Element

Especially in contactless ticketing, payment andeotsimilar application cases,
storing and using valuable and private informatfery. credit card information) in

an unsecured memory of the NFC mobile is an unaabkpcase. The data could be
transmitted via a GSM interface to a malicious dhirarty. Financial institutions

increasingly seek to mitigate the risk of any fram@rder to protect their customers
and hence their own company. To solve this issleyant NFC applications need to
be executed and saved in a protected environmeithws the memory of a SE

within NFC mobile (Figure 2.11) [45].
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Table 2.7 Benefits and Possible Future Scenari@pefating Modes [44]

Operating _ _
Reader/Writer Card Emulation Peer-to-Peer
Mode
-Increases mobility
-Decreases physical _ _
-Physical Object - Easy data exchange
effort Eliminati b devi
- imination etween devices
Benefits | _ ability to be adapted A
) -Access Control - Device pairing
by many scenarios
-Easy to implement
-Integration of id-cards
Many real-life scenarios passports,
can be adapted to NFQ finger-prints, driver-
in this mode. license
_ -Secure exchange of
In all of the scenarios, | -Storage area for N
Future o _ critical data
_ some data need to be | critical information o )
Scenarios -Social interaction

read from an NFC tag,
and additional jobs
need to be done by
NFC mobile

to provide user’'s
privacy and
authorizing people to
access those

information

such as gossiping

[ Host Controller j
Secure
Element
NFC

Controller

Non Secure NFC

[ Host Controller )

NFC
Controller

Secure
Element

Secure NFC

Figure 2.11. Non Secure NFC and Secure NFC
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SE is combination of haware, software, interfaces and protocols embedded
mobile handset that enables secure storage. SE nedthve an operating syst
(OS) as usual [46 OS (e.g. MULTOS, JavaCard OS, etc.) supports the s¢
execution of applications and the sre staage of application data, and alstmay

support the secure loading of applicati
2.4.1 Secure Element Alternative

Up to now,various SE alternatives entered to the market ¢hatenable financi:
institutions and other companies to offer secur€lenabled services and empov
the NFC ecosystem take off. In accordance with dhuelies 47, 4¢, mainly SE
options can be grouped under removeones, norremovable ong, software based
SEs on dedicated hardware and other flexible Sktieak. Figure2.12 shows the
possible SE options currently within the NFC ectmysfor each category of S
Actually understanding the characteristics of th&&es plays significant role f
stakeholders and pricing models in the NFC valugirchThe dominating SE wi

have a strong position to build trusted serviceg.

Non-
Removable
SEs

(Embedded
SE)

Removable
SEs

(Sticker, SMC,
uICcC)

Other SE Secure
Solutions Elements

Software
Based SEs

(Trusted
Mobile Base)

Figure 2.1z Secure Element Alternatives
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Embedded SE:This SE alternative is a smart card like hardwategrated with the

mobile phone, and it cannot be removed. Thus,dtel lof security provided by this
SE is high [47]. This chip is embedded into the iieophone during manufacturing
stage, and it needs to be personalized after thieedées delivered to the end user.
Due to its embedded feature on NFC mobile, SE alslyocannot be used in other
mobile phones. It should be replaced and persathkxery time when the mobile

phone is used by another user [47].

Stickers: NFC sticker's aim is to allow service providerslaoinch pilots quickly
and start to deploy NFC services. Stickers arectlyi contactless cards with
specifically designed NFC antenna which are atthate back of mobile phones.
There are two types of stickers; active and pasg#ieéve stickers are connected to
the mobile phone’s application execution environimge., OS), which makes the
sticker to become an integrated part of the mobwlegreas passive stickers do not
allow dynamic application management since theyalohave any connection with
the mobile [48]. Active stickers enable all possitNFC services. Also OTA
provisioning and life cycle management of thosdliegpons are possible because of
stickers’ connection with the mobile phones. Mompwser can easily control her

applications through user interface.

SMC: Secure memory card (SMC) is made up of a memoaryrabedded smart
card element and a smart card controller. Therab$MC provides the same high
level of security as a smart card, and it is coarmgliwith most of the smart card
interfaces and standards (e.g., GlobalPlatform/IEBD 7816 and JavaCard). With
the removable property and a large capacity menm®kC can host several NFC

applications [47]. SMC can be inserted in any dewigpporting NFC technology.

UICC: Universal Integrated Circuit Card (UICC) is a genemulti-application
platform for smart card applications where SIM d8IM is implemented upon. It
has been standardized by ETSI Project Smart CatfbRh with the aim of defining
a physical and logical platform for all smart cagplications especially for financial
services. UICC based SE is issued by one partyisvgenerally MNO, and includes
at least one application on the SE. Mainly, it Bagime required applications from
UICC issuer such as SIM, USIM (UMTS/3G SIM) apptioas to authenticate the

user in a 3G network and so on. In addition to Sl USIM applications, UICC
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can host non-telecom applications from various iserproviders such as loyalty,
ticketing, healthcare, access control, identifmatservice [47, 48].

Other SE Solutions: Several alternative architectures based on diffezennections

of SEs and NFC interfaces is proposed so far, Isecafi massive lack of NFC
mobiles within the market. SE manufacturing companare performing some
hardware improvements on the existing SE solutians, providing mobile phone
independent solutions. Integration of NFC with Stdrds as SIM Application

Toolkits, SIM cards or SD cards with only NFC amenSIM cards or SD cards with
NFC functionality and antenna are some examplealfernative SE solutions. They

enable to shorten the time to market of contacth@ymnent and similar applications.

TMB: According to Mobey Forum [48], Trusted Mobile Bg3&1B) is a promising
upcoming technology and has the full potential @diming SE in the future that is
hosted at the root of the mobile phones. It is @iseisolated section on the Core
Processor Units (CPUs) of mobile phones, and iblesaOTA provisioning services
to security domains. TMB related services can lmvigded via OTA similar with
other SE alternatives. They have no additional Wward costs, since TMB is placed
on the CPU.

2.4.2 OTA Technology

Today, MNOs have the ability to remotely configaresingle mobile device; send
software and OS updates; remotely lock a devigarétect the application and the
data when it is for example lost or stolen; troshkmot the device remotely; and
additional similar services. OTA technology conitds management of NFC
enabled applications and SE life cycle remotely AG&chnology enables loading
and installation of new NFC applications on SEs atmly, activation and
deactivation SEs, remote service management (n&taliation, personalization,
update, termination) and life cycle managementcaed block, unblock, re-issuance,
PIN reset, change, parameters update) of NFC apiois on the SEs and other
online services [49].

UICC became the most popular way of promoting NEfvises since it is personal,
secure, and portable as well as managed easilyYOVid technology. With OTA

technology, new NFC applications can be delivecednt UICC. This ensures that an
22



NFC based system is dynamic and able to adaptdeaaging environment. New
entrants can have their application launched sessiyleand existing participants can
update their applications easily. Because the n&magt is performed via OTA, the
consumer does not need to go to a shop physicalloonect their handset to a

system to update available NFC applications.
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Secure Channel Protocol, I/ \ Some Bearer Alternatives:
SSL/TLS, other encryption | | BIP
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USB+IP
Midlet Proxy

NFC enabled Mobile Phone

Figure 2.13. Remote SE Management via OTA

For instance, after UICC has been issued to thescsler or user, it will be
necessary to deploy a new NFC application oncewthie. Using OTA, SE issuer
(i.e., generally MNO) creates a secure space orCUt the new NFC application,
and assigns unique security keys to it. Thereafpglication and required data are
either downloaded OTA to this newly defined spacecapied from a pre-loaded

instance of the application on the UICC.
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Furthermore, it is possible to lock and/or deleteONenabled services on UICC, or
the entire content of the UICC via OTA, when it li@en lost or stolen. This is vital
functionality especially for credit card applicateo MNO can lock and/or delete all

services on the behalf of the NFC service providers

High capacity bearers those are being used in @tAnology are very important in
providing an NFC solution [49]. For example, embeidlnd SMC based SEs can
only be accessed via OTA through MIDlet proxy. Tbnection requires that the
communication is initiated on the mobile handsdésand secure http connection is
established using GPRS or 3G communication [50}ef kilobytes of data needs
to be transferred to the UICC based SE when dowlimigaactivation data or an NFC
application. Using GPRS/UMTS and BIP (Bearer Incelamt Protocol) protocol,
applications are rapidly deployed OTA to the UIGEd(Figure 2.13) [49].

2.4.3 Trusted Service Manager

In NFC based systems, TSM is generally requiredréate and manage a trusted
environment among actors of the NFC ecosystem, lynagtween service providers

and MNOs. Integrating TSM into the ecosystem ersabxure communication and
interest protection of each entity, and also reduttee complexity of business

models.

With respect to providing simplicity on the otheanll, each player needs to be in
touch with each other which creates complex comoaii@n environment when no
TSM is used (Figure 2.14). As an alternative, TSElyp a central authority role in
such a system and eliminates the complexities (EiguL5). TSM generally offers a
single point of contact with MNOs for service praers (i.e., financial institutions,
banks, transit authorities, retailers and otherep want to provide NFC enabled

payment, ticketing, or loyalty services to custosrér].

TSM can provide its own OTA platform and businesisiions. This allows sending
and loading of NFC enabled applications via its o@mA link to the SE and
managing SE platform at the same time. Especialllaige NFC based systems,
using TSM as a central and neutral trusted ergityleneficial model.
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Figure 2.14. NFC Based System without TSM
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Figure 2.15. NFC Based System with TSM

Actually, the roles of TSM need to be defined agrkad between service providers
and MNOs in order to provide efficient mobile NFéngces to customers. TSM’s

role becomes important especially in mobile finahservice cases. Major payment
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brands as service providers, i.e. MasterCard arsd,\have strict requirements for
the organizations those wish to act as TSMs. M@egifications and standards are

already published about TSM’s role in mobile finahservices.
2.4.4 Life Cycle Management of Secure Elements

The life cycle management of SE within NFC mobiierts after issuance of SE to
the user. The life cycle can be identified by twbages; installation and
personalization process and remote management gsrocélence, remote
management process starts after installation arsbpalization of NFC application.
Initially card holder downloads an NFC applicatidhe related security domain
together with its keys is created, and the appbaais installed to the SE. Remote
personalization process can be performed and nelicafion can be managed (i.e.

updated, removed, renewed) remotely thereafter.

UICC based SEs provide great opportunity for extensustomer support via OTA
as already mentioned before. Currently the moshming standard for management
of multiple applications on the UICC smart cardpiisvided by GlobalPlatform. In
accordance with those standards [52], UICC basesl B&vides separate security
domains with secret administrative keys for eacpliegtion, administered by the
applications. At the same time, smart card’s OSlements a firewall that will
prevent applications from accessing or sharing dataveen them. However, there
are still some unsolved issues on UICC card managem NFC based services
[53].

Figure 2.16 shows the typical structure of the sgcwlomains relating with the
actors in NFC based system. Any GlobalPlatform danpUICC based SE comes
with one Issuer Security Domain (ISD) and the aptitor multiple SSDs
(Supplementary Security Domain) [54]. These SSDslm TSM security domains
or application provider security domains (APSDg)dach as credit card, transport,
ticket, loyalty applications. Application and datmrage areas of TSMs and service
providers are separated and isolated from each.oftteo, each UICC based SE
have only one controlling authority security domaiiis architecture enables card
issuers, service providers, and TSMs to perform keynagement and application

verification during application loading and persizetion processes.
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On the ISD area of the UICC, card issuer (whicgdaerally MNO) stores the keys
for OTA provisioning, card content and security @d@ammanagement. The ISD is
created during manufacturing and the key for camotent management is securely
transferred from the manufacturer to MNO [54]. Aaling to GlobalPlatform, ISD

must authorize the creation of any SSDs and orlyH8s the privileges to create an
SSD. Also only ISD can assign authorized or delfjananagement privileges,

which is presented in following section.

Architecturel view of a Security Domains and Applications on UICC
/ Issuer Security Domain (ISD) Controlling Authority Security \
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ssuer Application l/O Ve B
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Figure 2.16. Architecture of Security Domains orCGl
2.4.5 UICC Management Models

As mentioned, most reliable proposal on managemeodels of SEs has been
provided by GlobalPlatform. According to Globalfai [55], three card content
management models (i.e. simple mode, delegated madl@uthorized mode) on SE
can be performed. These models cover applicati@dimg and personalization

processes via OTA on UICC cards. Actually these etwodan be applied for the
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other SE options with different infrastructures aedjuirements. Simple mode is
completely card issuer centric model, whereas d¢egmode and authorized mode

are more TSM centric models.

 Simple Mode: In simple mode, the service provider delegate full
management of its NFC enabled application to a T$BM manages the
security domain on behalf of the service providdNO is authorized to
perform the card content management functions, laading, installing,
activating and removing the application on the $EM only manage the
application lock, unlock and personalization preessusing its own OTA
server, but using network of MNO.

e Delegated Mode:Delegated management case can be described as TSM
centric loading. In this case MNO is no more inrgeaof loading, installing,
activating or removing the application. Card cohteananagement is
performed by TSM with a pre-authorization from MNGINO needs to
deliver amanagement toketo the TSM for a pre-authorized card content
management action. Thimanagement tokeoan be also identified dsad
tokenwhich is a digital signature performed only bydc@suer. Delegated
management privilege allows delegated loading,allaton, extradition,
update and deletion. Service provider delegate mudlnagement of its
application to a TSM, and TSM is responsible frdma treation of its APSD
and the management of its application loading a@rdgnalization process.
TSM will use its own OTA platform. In some caseB, iBay need to manage
its own application personalization process to emvany third party
manipulation of application keys or application alathich is valuable for
their customers.

» Authorized Mode: The authorized management deployment is completely
organized around the TSM centric loading. TSM hasvise provider
applications and is able to perform card contenthagament without
authorization (or being forced to use a token) frtdNO. The service
provider delegates the card content managemerts appplication to TSM

and TSM uses its own OTA platform. As in delegateatle, service provider
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may also want to manage its own application pelsmaion instead of
delegating it to TSM. In this mode, MNO has no &gk with the end user.

éa N )

SIMPLE MODE DELEGATED MODE
DAP Delegated

Verification Management
=

Only MNO is authorized TSM is authorized to manage
to manage card card with pre-authorization
\_ & )
4 w\

TSM is authorized
to manage card
\ 8 J

Figure 2.17. Application Management Models [32]
2.5 NFC Ecosystem

From ecosystem point of view, NFC industry has av nemerging business
environment and large value chain including seviedstries and organizations i.e.,
MNOs, banking and payment services, transport o@exa mobile handset
manufacturers, NFC chip suppliers, software dewampother merchants including

(Figure 2.18). The potential of NFC technology insimess opportunities has
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impressed many organizations with a great excitémaspecially organizations in

mobile financial services industry.

Since NFC technology is made up of several compsnéncuts across boundaries
of many organizations from diverse business sectAis parties have already
experienced and agreed the fact that NFC technalaggot be provided by a single
firm that could develop all the pieces of the tesibgy. From technical point of view
the standardization of NFC technology is alreadytetl and major  technical
decisions taken so far. NFC Forum, currently incigdmore than one hundred
members, is one of major organizations in the waevltb aims to coordinate all

participating institutions in development of NFGsbd projects.

Standardization Bodies and
Other Contribulors

Trusted Service
Managers

Merchants /
Retailers

Figure 2.18. NFC Ecosystem

30



According to participants and observers of the tetdgy, NFC take off has been
slower than expected. It is also mentioned in fhé} the business cases and models
of NFC technology is still unsure; use cases fer ¢hd customer are clear but the
structure of the ecosystem as well as its valuendeanot yet set. The main reason of
this slow take off is mostly related with the formoa of a common understanding
and vision in NFC technology among participatingyamizations and industries.

Thus a mutually beneficial business model couldhase been sustained yet.
2.5.1 Business Model Approaches in NFC Ecosystem

Currently, mobile financial services include higlmmber of business opportunities in
NFC context, and also have the highest complexityboth technological and
business aspects with respect to other NFC sergiogls as smart poster and social
networking services. Vast amount of proposals gaptaaches have been performed
on NFC ecosystem up to now. Some challenging appesaand proposals of

industry pioneers are presented here to give lasights about NFC industry.

GSMA: GSMA is one of the important associations, repressenainly the MNO
community. Pay-Buy-Mobile project (i.e., GSMA’s onéthe important projects in
NFC enabled financial services) paved the way iftarfcial service communities to
work with MNOs in order to create a common visiohim the NFC industry. Pay-
Buy-Mobile project triggers adoption of UICC bas8#s in NFC enabled mobile
services. According to GSMA, UICC is main compon@iftpayment business
solution as well as all mobile NFC services. Thejidve that it provides a secure,
flexible channel for carrying out NFC enabled mebpayment transactions. In
accordance with Pay-Buy-Mobile project, GSMA iscalsroposing use of trusted
third party or TSM which needs to be controlledébpank, an operator, or several
actors jointly, or by an independent body. Howeltels important to note that since
MNOs are the issuers of UICCs now, they are at ¢bee of the business
environment; they will control the mobile phone a®turity domains within mobile
phone [57, 58].

GSMA also indicates thatOne of the ways to establish the needed levelsf is to
understand and incorporate the requirements ofldheks and MNOs. The role of

the TSM will be to implement the requirements dh lparties, and is essential for
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the establishment of a stable and efficient Pay-Hobpile ecosystem, providing
value for all stakeholdetg457].

Mobey Forum: Mobey Forum is another important industry driverum which has
performed valuable studies on development of moffilancial services and
encourages the use of mobile technology on beHalinancial institutions. They
studied on various SE alternatives (i.e. stickensbedded hardware, SMCs, UICCs,
TMB), and proposed three operational business psodeameworks (i.e. hotel
concept, rental concept and ownership concept wikithe best and ideal option) in
order to manage especially UICC based SEs in NiRgdces. Each model addresses
different business strategy options for stakehalddth distinct value chain as well
as allows different levels of control over SE atatfjorm management.

Mobey Forum states thaFor Financial Institutions and Other Service Erdgithe
options that they can drive independently to theketa(i.e. become the SE issuer)
are Stickers and Secure SD cards. Some form cfbaothition is possible with these
options as well and “In collaboration with other stakeholders the finaic
institutions can issue their applications througther SEs like eSEs (embedded
hardware) and TMBs (trusted mobile base) and ewnoime the SE issuer through
appropriate agreemerit§48, 53]. TMBs are considered as a promising upicq
technology which is at the CPU of mobile phonesid¢éeMobey Forum believes that
handset vendors will leverage their position witthe market by collaborating with
financial institutions in the short run after therance of TMBs.

GlobalPlatform: GlobalPlatform as one of the key actors in stadidation of smart
cards, performed studies on management of NFCcasrnan UICC based SEs which
also supports Mobey Forum’s business models. Thragn UICC configuration
scenarios are proposed. According to GlobalPlatféiHdO owns the UICC hosting;
therefore each MNO may choose an appropriate bssingodel and select the
personalization features to be supported by theQJ#Dd available to its partners
(service providers and TSMs). GlobalPlatform alsmigs on the OTA provisioning

and deployment of NFC services on other SE op{ioBs

Smart Card Alliance: In mobile payment studies of Smart Card Alliantmyr

different business models (i.e., operator centvamk centric, peer-to-peer centric,
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collaboration centric) have been offered for theON&cosystem which is different
from Mobey Forum’s approach. Collaboration modethie one which includes a
trusted third party as TSM that manages the depdoynof mobile applications.
According to the survey results of Smart Card Alia [59], in Operator Centric
Model, MNOs will receive most of the revenue, wiasrén the Bank-Centric Model,
bank will receive most of the revenue. In case oliaoration Model,"...revenue

choices were most similar to the Bank-Centric Mpdéth a tendency to follow
today’s payment network model with some revenueggtm mobile operators for
application download or secure element space rént®]. Collaboration model
enables mutually beneficial and acceptable busieeggsonment with lower risks for

all stakeholders.

Today, to achieve a good business model, interbpityaand standardization of the
NFC technology model is essential. This will dro@operation and collaboration of
all participating entities (e.g. MNOs, merchanexyvge providers, TSMs, hardware

manufacturers) in the NFC ecosystem, and also eraistomer acceptance.
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Chapter 3

NFC Loyal
In this chapter, paper of “NFC Loyal: A Beneficidlodel to Promote Loyalty on
Smart Cards of Mobile Devices” is presented, whschublished in the proceedings

of “IEEE International Conference for Internet Tmeology and Secured

Transactions”. Followings are the information oa gaper.

Paper Title:NFC Loyal: A Beneficial Model to Promote Loyalty &mart Cards of
Mobile Devices

Authors:Bisra Ozdenizci, Vedat Gaun, Mehmet N. Aydin, Kerem Ok

ConferencelEEE International Conference for Internet Techggland Secured
Transactions

Conference Date8-11 November 2010
Conference Placd:-ondon

Conference Web Sitattp://www.icitst.org/
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3.1 NFC Loyal: A Beneficial Model to Promote Loyaly on Smart Cards of
Mobile Devices

NFC is a short-range, high frequency, and low badtdhwwireless technology. NFC
communication occurs between two devices that atlenvfew centimeters, using
13.56 MHz, with a bandwidth not more than 424 kkigEC technology provides
card emulation, reader/writer, and peer-to-peer raipg modes where
communication occurs between a mobile phone onsaee and an NFC reader, an

RFID tag or a mobile phone on the other side.

A smart card is an Integrated Circuit Card (ICQO)¢cluding embedded secure
microcontroller consisting of internal memory whicdan process data. Today
contactless smart card technology and integratitth mobile phones increased its
usage by the applications that need to deliver fsture transactions. It is true that
development of smart card technology vastly affes@age of mobile devices. Smart
cards enable secure storage of valuable informatrmwhprovide secure area for the
execution of applications on the smart card fos tteason. In fact, smart cards’
potential to increase its popularity depends oiir @ality to enable secure usage of
multiple applications on a single card. Thus prowdrusted, secure, interoperable,

multi-application platform became a crucial issaethese applications.

It is currently a demanding area for researchemntable fruitful secure concurrent
execution of multiple applications on the same $neard. Lots of cards’ data,
including credit cards, debit cards, membershipsaand loyalty cards can be stored
into one single device by installing the requirgaplecations on the smart card
appropriately. By this way, advantages of loyaligdmbership cards which act as an
effective marketing tool can be enriched. With kie#p of the payment applications
(i.e. credit and debit card applications), the kmlity, mobility, and simplicity of
using such loyalty services can be increased tailptore customer satisfaction and

customer loyalty.

Customer loyalty is simply expressed as repetitbpurchases [60]. Effectiveness
of loyalty card schemes on customers is directinsan the repeat purchase behavior
of loyal customers through stimulating product envgce usage, increasing switching

costs. Specifically the significant changes on ocomx behavior are; decreased
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switching to other brands, increased usage frequand repeat purchase rates for
the program brand(s), greater propensity to beusketly loyal to program brand(s),
and greater tendency to switch between prograndsréfigure 3.1).

Customer
Satisfaction

Figure 3.1. Loyalty Services as an Effective MairigfT ool

We believe that more attention on loyalty programserms of NFC technology is
needed. Thus we propose NFC Loyal, which make tisegyovements made by the
new smart card technology. NFC Loyal extends theventional understanding of
loyalty card to a more efficient and secure usagstbring loyalty data on the smart
card which is embedded to a mobile phone and bylergasecure data exchange
between applications. According to our proposed ehotbyalty and payment
applications share and exchange valuable informatioo obtain mutual financial
outcomes and to increase the repetition of purchakavior of existing customers,
and to start a purchase behavior if it already dugsexist. Multi-applications share
secret information as configured by the user. Téngent applications send the data
to a central common domain on a secure eleme¢dcat Secure Common Domain
(SCD) to be stored and used afterwards. Partnets &1 membership, loyalty, and
payment applications can use the data appropridtéhtey are authorized to do so,
according to the prior configuration. Data sharipetween applications will be
limited and is configured by the user. Some subsédhe purchase information those
are transferred to the SCD by the payment applicaticlassified as sharable by the
user, can be used by the loyalty applicationshis ¢ase the most important issue is
no loyalty application is able to edit, or modifyfarmation on that database. Such a
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model paves the way for other potential offersayfalty applications and increases

the intense competition between service providers.

We introduced the features of the NFC technology lawyalty Card programs in the
introduction section, together with early and brafinition of NFC Loyal. In

Section 3.2, the technical background for NFC Laggirovided. In Section 3.3, we
explain NFC Loyal Card details, some scenarios, Nfe@al architecture, SCD
Management, and promising security architectureéSI8D. Finally, a conclusion on

the topic is provided in Section 3.4.
3.2 Technical Background

NFC technology has adopted smart cards as SE tadpr@ secure area for the
execution of concurrent applications [47]. We hight GlobalPlatform Card
specification as a smart card specification for madel which is a cross-industry
membership organization created specifically to mt@n and promote multi-
application smart card standards and more spédtyficthe GlobalPlatform

specifications [61].

GlobalPlatform Card specification is comprised afuanber of logical and physical

components that aim to provide application interapgity and security in an issuer
controlled environment [61]. From a technical padhtview, the operating systems
running on secure elements must be able to inped§onalize, and manage multiple
applications preferably via OTA software instalbatimechanism. There are existing
supporting architectures that enable secure caexistof multi applications on the
same smart card such as JavaCard [62]. IntegratforGlobalPlatform Card

Specification v2.2 with JavaCard technology v3.latest versions - provides the
necessary functionality for our proposed modeleinmis of secure storage of keys,
key management system, and distinct security danainGlobalPlatform Card

Architecture.

The main entities of GlobalPlatform Specificatiohatt are involved in the

communication session of the smart card architecame Card Manager as central
administrator of the card, Card Issuer, and AppbcédService Providers which are
the companies (banks, mobile network operators) dttose have a business

relationship with the Issuer. Card Manager caniba/ed as a composition of three
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entities which assume multiple responsibilities;eT&lobalPlatform Environment
(OPEN), The Issuer Security Domain, and Cardholtstfication Method Services
[52].

Each entity has its own security domain. Securdgndins of GlobalPlatform act as
on-card representatives of off-card authorities dmave their own security
architecture. They are responsible for cryptographinctions, key handling,
generating keys, and implementing secure chanrabguls. In accordance with
GlobalPlatform Card Specification 2.2 [52], securitomains will be the critical
components in our SCD specification to store keysl control access to the SCD
database. Other required security domains in tlodaPlatform Card are the Issuer
Security Domain (ISD), Application Provider SecyriDomain (APSD) and
Controlling Authorities’ Security Domain (CASD).

3.3 NFC Loyal Card
3.3.1 NFC Loyal

NFC Loyal is a beneficial model to share the geteeranformation via transactions
among the payment applications and loyalty appbosataccording to the filters as
configured by the mobile user. Creation of NFC Uayhitecture includes several
steps such as OTA transfer of the required apphicat to the smart card,
configuration of the applications by the user, @ger of transaction data by the
payment applications, and retrieval and proper @isaigthe data by the loyalty

applications as authorized by the smart card owner.

Usage of NFC Loyal provides different benefits he actors. NFC Loyal actors are
examined in two categories. User is the user ofNRE€ enabled mobile device,
where service providers’ side consists of the paynf@edit and debit) card issuers,
banks, and loyalty card issuers. The primary aatthis model is obviously the user.
She is the one who should be initially be convindeduse NFC Loyal, more
specifically to install SCD, and SCD manager (SCDEHd make use of it by the
payment and loyalty applications installed on thread card afterwards by the use as
well. Mobile user will have benefits using NFC Léayauch as earned coupons,
discounts, free miles or free talks etc. from loyalpplications those are supposed to

motivate the user. On the service providers’ siogalty card issuers will face with
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increase in purchase of the offered product oriser{increase in repeat purchase
behavior) and will acquire more loyal customersyrRant card issuers will
experience increase in usage and banks can act lagaklly firm by offering
customers to use that bank’s account. Absolutelgtividual gains of each party
(service providers and customers) will rise, ifrgsand payment services agree to
share more information with the loyalty servicedheTbarrier on increasing the
exchanged information is of course the pessimisoutaibsage of the leaked data for

bad reasons.

We highlight a new model that is expressed as ®eddommon Domain

Management System (SCDMS) which sustains the irddon sharing through a

SCD, like a centralized database. Indeed, sevdrallenging SCD management
scenarios on a smart card can be mentioned. Applsaon smart cards can either
store information onto the SCD, or read the infdramathose are written by the
same or other applications as well. In this pagermainly focus on the scenarios or
business cases which ensure the interaction betpssgnent applications (i.e. credit
and debit card applications) and loyalty applicagianstalled on the secure element.

3.3.2 NFC Loyal Architecture

Payment and loyalty programs are to be OTA dowrddatb the smart card,
installed, and configured by the user, as alreadplatned before. We use
GlobalPlatform Card Specification that provides raypiate framework including all
of the ingredients to enable NFC Loyal. Accordingthat specification, the smart
card architecture is comprised of a number of lalgisd physical components such
as microprocessors, OPEN and GP Trusted Framewsrkh@ communication
component, RTE as the run time environment, Sgcaimains to store information
such as keys and files, and several applicatias sbanstall applications by the Card

Issuer, Application Provider, and Global Service3|[

In our proposed model, we further extend this &echure to satisfy NFC Loyal
needs, as shown in Figure 3.2 and described below:

 Payment and Loyalty applications are to be ingdalie the applications
cluster, and they would create their security domaas expected on the

Security Domain cluster.
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* SCDM application is to be installed to the applimatcluster, and SCD would

be created on the Security Domain cluster similarly

3.3.3 Secure Common Domain (SCD)

SCD can be viewed as a centralized secure datab@sge cluster which aims to
enable secure data storage and data sharing Ipayimeent and loyalty applications.
SCD is managed by the SCDM which acts as the aterbetween the SCD and the
applications. SCDM is responsible to store the dhtd is sent by the payment
applications, as well as respond to queries madadioyalty applications as agreed
by the user and configured accordingly. SCDM presidiollowing services to the

payment and loyalty applications:

Controlling Authorities’ Global Services
Security Domain Applications

Other Applications’
Security Domain
‘ \
Payment Applications’
Security Domain
\ \
Loyalty Applications’
Security Domain
\ \
Secure Secure Common Domain
Common Domain Manager

Other Applications

Payment Applications

Loyalty Applications

Card Issuer Applications

Card Issuer
Applications’
Security Domain

GP API RTE API

OPEN and GP
Trusted Framework

Runtime Environment

Figure 3.2. NFC Loyal Architecture

* Secure data insertion by the payment applicatisosthat only authorized
actors can insert data

» Secure data storage, so that only authorized actorsiccess data

40



» Secure data retrieval by the loyalty applicatiswsthat no eavesdropping or
similar attack can succeed to reveal the content,re active attack (replay
attack etc.) is possible against other securityxeoms such as integrity

* Availability for all types of authorized requests

» Database design requirements such as DurabilitgsiS@ncy, and Integrity
are also to be satisfied

* Provides configuration option to user, so that dhly intended data will be

transferred to specified applications
3.3.4 NFC Loyal Model

The main actors of NFC Loyal are card issuer, taider, loyalty service providers,
payment service providers, certificate authorityd &CDM. The position of each

actor is described below:

e Card Issuer being the controller on the smart card holds dten
responsibility of the smart card and prepares tharscard in accordance
with [29], so that it can further be used by thedcholder as well as
applications.

* Card holder is the actual user who currently owns and makes aisthe
smart card and maintains the contents of the scaadtwith the authorization
of the card issuer.

* Loyalty and Payment Service Providersprovide the services via the
applications. Card holders sign an agreement \Wesd companies before the
related applications are installed.

» Certificate Authority (CA) handles all security and privacy issues of SCD
Management, which is a trusted third party. CA éssdigital certificates to
be used by the service providers and SCDM, managesrity credentials
and public keys for message encryption, whichss alart of PKI [63].

* SCDM provides management of SCD.
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Figure 3.3. Loading SCDM and Other Applications

Remembering that Card Issuer is responsible frams#curity of the smartcard, all
applications those need to run on the smartcard t@erove its identity against
Card Issuer. We use certificates for authenticatedated purposes. SCDM as well
as payment and loyalty applications need to recaivealid certificate from the

Certificate Authority, and use it to prove its itignbefore the installation. We use a
modified version of X.509, which is tailored coreishg the resource limitations of
the smartcards. Figure 3.3 shows the interactimggsaduring SCD Management. It

follows the steps hereunder:
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Loading SCDM: (Step 1) SCDM application must obtain their owmnsd
certificate from CA before installation and perdaraion of SCDM application, as
shown in Figure 3.3. SCDM application forwardsaisn public key (KU) to the
CA, trusted third party. CA prepares the certifictitat contains subject’s public key,
id of the application and time information. CA sigie certificate by creating a hash
value and then encrypting the hash value withrtgpe key (KR.a). (Step 2) As the
card holder requests loading the SCDM, the SCDMiegamn is OTA downloaded
together with its certificate, and the Card Issaecepts installation. (Step 3) Card
Issuer checks and verifies the SCDM applicatioedificate through the certificate
database. (Step 4) After verification of Card Issugard Holder can approve the

installation and personalization of SCDM applicatan the smart card.

Loading Loyalty and Payment Applications: After the SCDM application is
loaded and installed, Card Holder may then loadiasi@ll any payment and loyalty
applications as she wishes in order to use NFC IL¢$&ep 5) Before the download
of the applications (i.e. payment and loyalty aggtiions), each application owner
must obtain a signed certificate from CA by forwagdpublic key of the application
(KUA) as SCDM owner did in step 1. CA again creadad signs the certificate by
encrypting the related data similarly using itsvate key (KRa). So, each
application receives its own certificate from CAtdp 6) Applications and their own
certificates can be loaded through OTA under thatrob of Card Issuer. (Step 7)
The Card Issuer has to verify the application’difteaite by checking the certificate
database. (Step 8) After verification, approvalhaf smart card owner has to agree to
the install and personalize payment and loyaltyliegions. With the approval of
Card Holder, the smart card receives a CREATE S&Bntand and SSD is created
by the ISD. Loading and personalization of all &ggilons are performed by using
GlobalPlatform content loading commands. After toraof security domains of
applications and personalization [61], applicaticcem be loaded and installed
through “INSTALL [for load]” command and one or nmiple “LOAD” commands.
Installation is personalized through “INSTALL [fpersonalization]” command and

consecutive “STORE DATA” commands.

SCDM Configuration as Required: After loading phases, Card Holder as the
owner of the card, makes the necessary NFC coumatigur on the SCDM and the
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applications those are already loaded onto the Imal®vice. In NFC Loyal, the
payment applications can share all or partial miation with loyalty applications,
according to the presetting made by the user. Boespartial information, a setting
mechanism is required that provides marking thestaation tags those will be sent
to SCD. Such a mechanism is beneficial for Carddeid who want more user
privacy. The amount of the shared information cardw or high, depending on the
user’s sharing preferences. A card holder who pseafeore privacy may configure
the system accordingly, but will gain less thandhed holder who prefers high profit
and configures the system to exchange more datagitie payment and loyalty
applications. This configuration includes the sgftmechanism that have mentioned

in case scenarios.

Interaction with SCD: Through appropriate key management and security
mechanism, applications and SCD can interact vatih ether. Payment applications
can send information to the SCD and loyalty appilices can receive information
from that database securely. The interaction betwgities and requirements are
explained in the following part.

We propose using a high-level language, namely risddée Markup Language
(XML) [64], for the interaction between the SCDMdathe payment as well as
loyalty applications. XML documents must be bothllviermed and valid [64] in
order to be used. In being a well formed documém, tags within the XML
document must not violate XML guidelines. A wellrieed XML document
conforms to the provided DTD document (i.e. Docutrigrpe Definition, a context-
free grammar for describing XML tags and their mggt After configuring an
application, one separate DTD document must beapeepby the SCDM. After a
DTD document is prepared, each exchanged XML doaticen be checked against
its validity. DTD content can either be embedddd the related XML document, or
can be prepared as a separate document. In ounga@pnodel, DTD document is

written and saved as a separate document for emtdaction (Figure 3.4).

In NFC Loyal, payment applications on a single, aiwic SE stores partial
information of occurred transaction to SCD, as mdi by the users’ filtering
configuration. The transaction table has to beteckan the database of SCDM. The

transaction table typically consists of id, daieyet, price, company and category
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columns. ID refers to the transaction id, whiclihe primary key value and makes
that transaction unique. Date and time refer todbeurred transaction’s date and
time information. Price information is related withe cost of the purchase or
transaction. The company is where the customeraod Elolder makes the purchase
and this information is the most critical optioror@pany and price information can
be concealed by the user configuration. The lasttacategory of the transaction is
the categorization of the purchased item that eamldscribed as market, gasoline,
cosmetics, book, music etc. Please note that werideshe complete data structure
in here, but each payment application will stordydhe appropriate parts of this
definition, and each loyalty application will ald® able to request data; both of

which is defined by the previous configuration magiéhe user.

<! — —-TRANSACTION.DTD document - - =
<!DOCTYPE Transaction [
<!ELEMENT Transaction (ID, date, time, price,
company, category)>
<!ELEMENT ID (#PCDATA) >
<!ELEMENT date (#PCDATA)>
<!ELEMENT time (#PCDATA)>
<!ELEMENT price (#PCDATA) >
<!ELEMENT company (#PCDATA)>
<!ELEMENT category (#FPCDATA) >
1=

Figure 3.4. DTD Document

<! — — TRANSACTION.XML document - - >
<?¥MIL, VERSION= “ENCODING=“ISO-8859- STANDALONE= “no"?>
<Transaction>
<ID> 1</ID>
<date> 15 April 2010 </date>
<time> 14:00 </time>
<price> 100 </price>
<company> Gaseous </company>
<category> Gasoline </category>
</Transaction>

Figure 3.5. Sample for Transaction XML Document
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After each transaction, the related payment apgpdicacreates an XML file
containing the required information (Figure 3.5)ceypts XML file using SCDM’s
own public key and sends it to the SCDM throughusechannel. SCDM decrypts
the XML record using its own private key and stéifdL information in SCD. To
achieve a secure channel protocol between appligatand SCDM, one of the
available public key encryption schemes such as R@#fbe used. As stated in [63],
the supporting functions of a PKI include key deréition, authorization of
participating entities, and the ability of a pagpgting entity to have multiple keys.
Secure channel allows a smart card and an off-eatitly to authenticate each other
and establish session keys in order to protectiritegrity and confidentiality of
subsequent communications [63]. For the establishmiesecure channel, initiation
of secure channel protocol through appropriate ARIDBbhmands is required by the
off-card entity or by an on-card entity (e.g. sesudomains, SCD). Secure Channel
Protocol initiation phase is also involved the autiication of the off-card entity by

the card.
\
SCD MANAGER | /' Encrypted Query
PAYMENT Encrypted XML - > LOYALTY
APPLICATIONS Record APPLICATIONS
Encrypted XML
Record
——'SECURECHANNEL " SECURE CHANNEL

Figure 3.6. Interaction with SCD

After the secure channel protocol initiation, pawtnepplications and loyalty
applications can interact with the SCDM secureligFe 3.6). Loyalty applications
can request transaction information those have dregap so far from SCDM, the
guery is encrypted by SCDM’s public key and is senit. SCDM decrypts the
incoming query using its own private key and prgesshe request. After the request
is processed, SCDM sends the resultant data teetheesting application, encrypted
with the public key of the requesting applicatidime requesting application further
decrypts the incoming data using its private keyilsirly. A more advanced form of
encryption, by creating session keys of secret &mytography is also possible.
Hence, secure data transfer between the SCDM amdapiplications are made

possible by the NFC Loyal model.
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3.4 Conclusion

In this paper, we introduce NFC Loyal, a benefiaiabdel that enables sharing
transaction data among payment and loyalty appdicatthose are installed and
configured on the smart card by the NFC enabledilmadlevice owner. In the scope
of NFC Loyal, we propose an improvement based erGlobalPlatform smart card
specification. To facilitate our model, SCD segmeekds to be created on the
security domain cluster, and a corresponding managdled as SCDM is to be
installed on the Card Issuer Application clusteZD®/ provides secure storage and
sharing of the transaction data afterwards. Asva migrchase is realized, part of the
transaction which is configured by the user presipuis transferred to SCDM by
the payment application, using a secure channel.nSoeavesdropping or other
attacks can be succeeded. After the data is acetmdubn the SCD, authorized
loyalty applications on the smart card may retritheedata either case by case basis,
such as after a request by the loyalty applicattwrafter triggering an alarm as set
prior on the SCDM.

Usage of NFC Loyal provides different benefits he tactors. Mobile user can for
example gain coupons, discounts, free miles or fiak&s etc. from loyalty
applications that motivates users to provide bé&mndb service providers. On the
service providers’ side, loyalty card issuers camdrom increase in purchases of
the offered products or services (increase in tepeachase behavior) and can
acquire more loyal customers. Payment card issismrexperience increase in usage

and banks can act as loyalty firms by offering ocosdrs to use that banks’ account.

The complete architectural design of NFC Loyal hewn in the paper. Also the
actors on the model, the business plan, and theregbarchitectural plan are defined
in detail. We further proposed a security modeltlsat secrecy, integrity, and
availability of the system are satisfied as well tag required access control

mechanisms.
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Chapter 4

NFC Internal

In this chapter, paper of “Development of an Indbavigation System Using NFC
Technology” is presented, which is published in tmeceedings of “Fourth
International Conference on Information and Comquutscience”. Followings are
the information on the paper.

Paper Title:Development of an Indoor Navigation System UsirgCNIrechnology

Authors:Biisra Ozdenizci, Kerem Ok, Vedat gkun, Mehmet N. Aydin

ConferenceThe Fourth International Conference on Informatod Computing
Science

Conference Date25-27 April 2011
Conference PlacePhuket Island, Thailand

Conference Web Sitattp://www.worldacademicunion.com/journal/1746-
7659JIC/ICIC2011/Organizers.htm
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4.1 Development of an Indoor Navigation System UsinNFC Technology

Navigation is starting at an origin, travelling afpa path to arrive a destination
point. Navigation systems provide reading, contnglland updating the movement
of one’s position and orient while she is travelion an intended route. If any
diversion to outside of the route occurs, reorigotaor correction to the destination
is done [65]. Since all people use PDAs, mobileickss or personal navigation
assistants, and navigation systems can run on tthe@gees, demand and usage of
outdoor navigation systems are increasing incrgdibday. Outdoor navigation
systems are generally based on Global Positionysge$h (GPS) which is a space
based global navigation satellite system that plewireliable location information in
almost all weather conditions and at all times omear Earth [66]. GPS based
outdoor navigation systems is a well explored atahdardized research area
whereas GPS receivers cannot perform well indoeir@mments because of absence

of line of sight to the satellites.

Indoor navigation system has become a recent @seaea due to the unavailability
of GPS indoor environment. Variety of technologi®dested and new designs are
generated for indoor navigation in order to circemvthe lack of excellence. The
existing solutions for indoor navigation systeme generally grouped as network
based navigation systems which are based on natwachnologies such as sensor
networks [67], and independent navigation systemwvig@ing autonomous user
positions. Network based navigation systems usknt#dogies such as Bluetooth,
Ultra Wide Band (UWB), Wi-Fi, or RFID. Position agacy varies according to the
technology used. Wi-Fi and UWB technologies providgher position accuracy
than Bluetooth and RFID technologies. Bluetooth smple, compatible short range
communication technology which requires expensieeeivers; and the position

accuracy depends on the amount of cells used.

In case of RFID technology, position accuracy degewn the type of the tags, which
is either active or passive, as well as the amotithese tags. Existing RFID based
indoor navigation solutions are generally basedusage active RFID tags and
require extensive usage of active RFID tags taggetl position accuracy. Contrary
to passive tags, active tags contain embeddedrieatten order to increase the

transmitting distance. The major drawback of usintive RFID tag based solutions
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Is the high cost of the active tags. Studies ia #iea [150] also indicate that it does

not provide an efficient tracking system.

Wi-Fi and UWB technologies have their own limitatsoas well. Wi-Fi requires
expensive access points in any area where therpeeseds to be tracked [67]. In
case of UWB an efficient indoor navigation systeamrmot be ensured due to some
technical problems of the technology (e.g. antemimsematch, low power emission,
and possible external interference from other sysje

The other popular systems are independent navigaistems based on dead
reckoning (DR) methods [68]. When marking positmna person on a map, two
types of positioning are defined. Fix position detimes the location by using the
help of enough number of assisting devices, suclsatsllites. In the contrary,
estimated current position is calculated basedhendst fix position, the route, the
speed of the item, and the elapsed time betweererdutime and time of the
calculation of the last fix position. Navigationssgms based on DR methods use this
methodology. DR methods use Micro Electro-Mechdn&ensors (MEMS) which
are electronic accelerometers, magnetometers, amnieters. The major drawback
of DR method based navigation system is that perdoce of the system is affected
by the large errors. The errors of the estimatiooc@ss are cumulative when

calculation of new position is based on previousgaRition.

Another independent, existing technology is asg8i&®S (A-GPS) systems which
enlarge the working area of the GPS technology. [®/ith A-GPS systems, indoors
GPS signals are processed efficiently through aistasice data server which is
connected to a reference receiver. However, theabgrength sometimes is too low

indoors.

A major limitation of indoor navigation systemstie high installation cost and the
complexity of the system design. Additionally, mast the existing positioning
systems are far from providing an accurate posittotarge buildings [67], [68].
Thus, an efficient and low cost indoor navigatigstem is strongly required inside

large buildings consisting of many rooms, floors éarge halls.

Navigation systems for indoor environments can bsirdble at any time. For

instance a person entering a building for the tirse may want to go to an office
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inside the building without spending much time. ISwases are very common at
university campuses, airports, hospital complexes shopping centers etc. A user-
friendly indoor navigation system guiding peopleotigh huge buildings consisting

of thousands of rooms can be helpful in such cases.

This paper presents an innovative, low cost indwrigation system called NFC
Internal which takes advantage of an emerging slamge wireless communication
technology; NFC. The main idea is to orient usgrdNBEC enabled mobile phones
which also have an embedded indoor navigation egbn. While application

orients the user by gathering destination poininfriaser; mobile device gathers the
current position from NFC tags and shares the c¢oatel data with the application.
Thus a user can determine her current positiordénsi building by touching her

mobile device to the tags which are spread insidieling.

The remainder of this paper is organized as follolusSection 4.2, NFC based
solution to indoor navigation is presented togethigh the system design and the
implementation of the system. Section 4.3 conclutdespaper and highlights future

work.
4.2 NFC Internal

NFC is a bidirectional short range, wireless comitation technology. The

communication occurs between two near devices mwitw centimeters. 13.56 MHz
signal with a bandwidth not more than 424 kbps [89lised. NFC technology is
based on Radio Frequency ldentification (RFID) tetbgy and can operate in card
emulation, reader/writer, and peer-to-peer opegatimodes where communication
occurs between a mobile phone on one side, and~@hrBlader, a passive RFID tag
(NFC tag), or a mobile phone on the other sidegetsgely.

NFC Internal is very simple and easy to use. Tlez asly needs to carry and use an
NFC enabled mobile device. Indoor navigation agpiosn must be OTA (Over the
Air) pre-loaded to the smart card. Than the usedsdo simply touch to the URL
Tag (NFC tag), that contains the URL of indoor nr#prmation just before entering
the building or area. The map on the web site i?@dwnloaded to user’'s mobile
device from the MapServer (i.e. a web server caimgithe map information). The

indoor navigation application on the mobile phon&enatically starts and uses this
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map information afterwards. As the user selectdiron point of her voyage
inside the building, the indoor navigation applhcatprovides the optimal route to
her destination. As the user navigates through haks, she can touch to the
Reference Tags (NFC tags) spread over the buildifig her current position on the
map, and then get instructions to reorient hertjposito destination or to create a
new optimal route to the destination as it is respghi We believe that NFC
technology is a seamless solution for indoor naiegasystems when compared with

all other existing solutions.

We can extend the use of NFC Internal to additiarzedles as well. The existing
outdoor navigation systems and the NFC Internalbsanoupled and such a solution
provides higher functionality. For instance, assutim@& a new student currently
staying in her home and needs to meet with hersadvio perform course
registration process, but she neither knows thatioc of the university campus in
the city, nor the office of her advisor within tb@mpus. In such a case, user needs an
NFC enabled mobile device which includes a GPSdasebile navigation system
for outdoors and also an indoor navigation appbeatThe student starts the process
by entering the name of the university campus aardenof the advisor. GPS-based
mobile navigation application orients the studemtilishe reaches to the university
campus. Map of surrounding area is shown on theilexdevice screen, which the
student’s current position and a route to the carge also indicated as well [69].
As student moves to the destination, the mappeal @amd the student’s position are
dynamically updated on the map. GPS based mobieatzon systems can also
provide speech guidance to the student as well. Wétedent reaches to the
university campus, she needs to simply touch toURe Tag on the entrance in
order to get indoor map information and navigatside. After the map is
downloaded from MapServer, the outdoor applicatjaitkly shares the destination
information with the indoor application on the miebdevice which is a seamless
solution. So, the student does not need to enéeddistination address again. Now,
user can start to navigate inside the campus bghtog to the Reference Tags as

described above.

52



4.2.1 System Design

Spatial Information MapsCurrent Indoor map databases are generally bas@iDo
graphical representations which are developed by GBomputer-Aided Design)
systems [70]. In accordance with [71], the CAD drays of an indoor environment
can be separated into floor maps of each floorh building, and each CAD
drawing of floor plan can further be converted iséparate spatial information maps
that annotate structural features such as wallswys, elevators, and staircases. In
each separate spatial information map, the refergummnts are also expressed in
vector spatial data structure which uses the 2DeS@n coordinate system and each
map is stored in the MapServer of the Indoor Emmient with a unique floor
identifier, and also a unique building identifiethe indoor is a complex or campus.

Reference Tags for NFC Internal'o navigate indoor environment, NFC Internal
needs spatial information to calculate all accéssipaths [71]. The indoor
environment of buildings or complexes has large Imemof Reference Tags in our
model. These Reference Tags are placed on eachstoehavators’, and stairs’
entrances and also in corridors. The number okthkesgs depends on the size as well
as structure and complexity of the building. A dggmon for each Reference Tag is
used to allow easy search for destination poims, @ch Reference Tag includes
location information which is comprised from a loilg identifier data, a floor
identifier data and vector spatial data. We use&or spatial data structure instead
of using raster data structure. Usage of vectotiapdata allows efficient encoding
topology and also network linkages can be effidje@mployed [72]. Thus it is more

useful for accurate positioning.

Algorithm for NFC Internal:With a quick and reliable graph derivation aldamit
the maps downloaded from the MapServer needs toobgerted into link-node
model with topological relationships, as seen guke 4.1 [70]. A link/node model is
composed of corridor, way, road, path between mgkl room, hall, stair, lift, door
of interest. The indoor navigation application Brghortest path between the current
position and the destination by using these lindencelations. The computation of
optimal route is based on Dijkstra’s algorithm whaolves source-sink shortest path
problems efficiently [70], [73], when both the $tand end nodes are given.
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Figure 4.1. Link-Node Relations of an Indoor Enwimzent [70]
4.2.2 How NFC Internal Works

This section shows how NFC Internal works in detdihe NFC Internal is

comprised of two phases: initiating the indoor gation system and navigating to
destination. As described before, the main proldearts with the user who needs to
reach to an intended point, but does not know Maetdocation of the place. In such
situation, the user who has an NFC Internal systanher an NFC enabled mobile

device is only required to follow the phases hedeun

Initiating NFC Internal: As seen in Figure 4.2, the user touches to the URd.
which contains the URL of the indoor’'s map inforroaton the MapServer. This tag
is placed on the entrance of the building.

1. The NFC enabled mobile device gets the address tasidhes to the URL
Tag.

2. Mobile device connects to the URL via OTA and resijsethe map
information from the MapServer, and the map infarorais loaded to the

mobile device afterwards.
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3. After loading the map, indoor navigation application the smart card
automatically starts and converts the map datalinfenode model as 2D
network with topological relationships.

4. The application asks the user to enter the degiimadoint. User specifies
destination point just by choosing the person’s @am

5. The application quickly computes the best routaubiyng Dijkstra’s shortest
path algorithm.

4

Select the
Destination

5
Map Data Optimal
Route

Indoor
Navigation
URL Tag Application ) < >

1
-4—Touch @ @ ——Request Map Info—#»

——Get URL—m -4—Download Map———

. User with
Indoor Environment NFC Enabled Mobile Device
Outdoor

Figure 4.2. Initiating NFC Internal

Navigating to Destination: After the route is computed, application start®tient
the user towards the destination. As the user agaggalong the path, she can touch
to any Reference Tag to validate her navigatiorerls only required to touch to a
tag on her way to get this valuable help. The locatlata on the Reference Tag is
transferred to indoor navigation application atstimoment. It is obvious that
information on the tag also shows the user’s cari@ration. The application uses
this information to check whether the user is oa thtended route or not. The
application forms simple plain instructions as fard; left, right, backward etc. to
orient the user which can be easily followed byukers. Also there are instructions
to use stairs upward / downward or to use elevapof down to a specific floor.
These instructions are displayed on the screemeofobile device.

Let’'s concentrate on the simple case shown in Eigu8. According to the scenario,

user wants to be directed to Office A, and staagigating inside the building for
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this purpose. She touches to the first Refereragetfiat she sees on her way, after
which the location data on tag is transferred &application on mobile device (Step
1Y). So, the application figures out that she ighenintended route and gives user the
first instruction as: “go straight ahead for 25 emsf turn right”. Similarly user
touches to another Reference Tag on her route gplccation finds out that user is
still on the correct route, so gives instructiomshte user (Step 2').

There is a possibility that the user might get oluthe route, towards Office A for
example, and touches to a Reference Tag whichtismder route (Step 1"). With
the transfer of location data, the application feguout that the user is out of route
and calculates a new shortest path to Office A @wads user a new instruction as:
“go straight ahead for 50 meters”. Similarly useudhes to another Reference Tag
on her new shortest route to Office A and applarafigures out that user is on the
intended route indeed, and gives instructions e¢auer (Step 2"). As the user arrives
the destination point, Office A (Step 3), the apation tells user that she reached the
destination, and ends the ongoing process.
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G
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T~ Optimal
Tag Route to A
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Figure 4.3. Navigating to Destination
4.3 Conclusion

This paper presents a new, reliable, and seamhek®rn navigation solution that

helps to create smart and context-aware envirorsn&he use of NFC technology in
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indoor navigation systems has a potential to irsggle usability of these systems.
Comparing to other existing indoor navigation solus, NFC Internal has many

advantages hereunder:

* Reduces the cost of indoor navigation systems mguheap passive tags,

* Minimizes response time, because the time requivettansfer data from
NFC tag to mobile device and the time requireddonegate application’s new
path is little,

* Provides accurate position and orientation inforomatso the orientation of
the user to the destination is facilitated,

» Eliminates the need for a server or a terminalrtend position, so location
privacy of the user guaranteed,

* Provides exclusive control over her location datatie user.

On the other hand there is a limitation of the ps@|d system. In the system, on the
go position information cannot be provided, sincgerucan learn her position

information as she touches an NFC tag.

Overall, we think that the proposed system is v@mple to use and has several
benefits to users. Furthermore, the use of NFCni@ogy in indoor navigation

systems has a potential to increase the usabilityese systems.

In future extensions of this study, we will furthey to conduct usability and
performance tests and evaluation of technical sseay. generation of valuable

instructions for user.
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Chapter 5

Discussion

In this chapter, a short discussion and evaluatiaime presented NFC applications,
NFC Loyal and NFC Internal, is given in differespacts.

5.1 NFC Loyal as a Secure Model

NFC Loyal model creates a win-win model on busirsde by using the benefits of
NFC technology as well as facilitates the adop@ma development of more card
emulation mode NFC services on user side. NFC Loyadel is mainly build on the
GlobalPlatform smart card architecture which isrenotly the most proper card
specification that offers secure, and flexible mragiplication card content

management functionality during a card’s life cycle

The major component of GlobalPlatform is the notmfnsecurity domains. Each
entity has its own security domain (i.e., IssuecUsigy Domain (ISD), Application
Provider Security Domain (APSD) and Controlling Aatities’ Security Domain
(CASD)). Our NFC Loyal model is built on these sgiyudomain infrastructure to
manage all cryptographic functions, key handlingy lgeneration, secure channel
protocol implementation, digital signature genematiand verification for their
providers’ (i.e. card issuer or application provider controlling authority)

applications.

Another important issue in terms of security ist tte SCDM installed on SE keeps
all stored data securely, do not transfer the médron to any other party
(application) not installed on the smart card aodfigured properly, and not to any
other remote server such as company database ksTtislconforms to the current
situation where database management system ajppilisaire trusted parties in this
sense. The information that is stored on the SG&r ahch transaction is under the
control and responsibility of the user, so thatrwsen store partial or all information
(i.e. date, time, price, category, location, comperformation etc.) of each payment
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transaction that she performs. Briefly, this moglehbles secure storage of sensitive
data on SEs of users mobile through a databasegmar@mt system. Hence, service
providers can easily collect and perform analysishese data by simple data mining

methods.

There are some important limitations that shouldigilighted within the scope of
this study. Up to now, most of the performed trialdNFC context usually include
limited number of services without the possibilitfyremoval or insertion of any new
or unused NFC service on SEs. Although NFC teclgyland GlobalPlatform
specifications warrants the separation of varioE€Mpplications on the same smart
card with high security and minimal risk of corngpt, some certain security
specifications prohibits this coexistence of miétippplications on the same smart
card. However, users would prefer a dynamic muylghaation environment within
NFC mobiles where they can download or remove NE@ises easily. Problems
with dynamic multi-application card content managein and OTA service
provisioning issues should be solved as soon asiljesto remove restrictions in
front of service providers and MNOs, and allow theandevelop innovative NFC

applications on a single SE.

5.2 NFC Internal
5.2.1 Efficiency of Dijkstra’s Algorithm

Finding efficient algorithms for shortest path peobs is one of the most common
research topics today. The most important issuenéeds to be also considered in
developing NFC Internal application is the usedrt&sd path algorithm’s efficiency

in terms of time complexity. Algorithm complexitypalysis provides how much time

an algorithm takes to solve a problem.

Actually there are a number of shortest path allgers which are differing in terms
of time efficiency. In our indoor navigation systeBijkstra’s algorithm is proposed
that finds shortest paths to a graph’s verticesrder of their distance from a given
source and calculates single source shortest patilgons with directed graphs and

nonnegative weights.

According to the literature, today for graphs withly non-negative edge weights,

the Dijkstra's algorithm is a better solution. Timficiency of Dijkstra’s algorithm
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depends on the data structures used for implententie priority queue and for
representing an input graph itself. The time comipfeof the algorithm is expressed
as O (|E| + |V) = O( |Vf) using Big-O notation, where V is number of vesiand E

is the number of edges.

Dijkstra's algorithm can be implemented more effitly by using a Fibonacci heap
as a priority queue. Fibonacci heap improves igks algorithm to O (|E| + |V| log
|[V[). Dijkstra’s algorithm is the fastest known glgrsource shortest-path algorithm

for arbitrary directed graphs with unbounded nomtigg weights.

5.2.2 Value Added Services

NFC Internal as a simple indoor navigation system loe also extended with more
value added services. This system can take berddfikscation based services. A
good example can be shopping centers. When a uaetswo reach a certain
destination or a shop in a shopping center by usidgor navigation application of
NFC Internal system, additional services can beretf to the user. For example,
user may get latest ads or news about shops ishibygping centers (i.e., sales, price
discounts and so on). The customers can accessmeaihformation with their NFC

mobiles. Such an information channel with the user be created.
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Chapter 6

Conclusion

Currently, a new way of interaction paradigm caltedching paradigmby NFC
technology is entered our daily lives. NFC requimdy touching two NFC
compatible devices to each other in few centimetdérsenables rich mobile
commerce, marketing, and merchandising activitigsirtegrating people’s their
daily use cards such as loyalty, debit and creafid< into their mobile phones. Also
it allows people to gather valuable information mediately from context-aware or
smart environments; exchange and share file, imaggness cards and other data;

pair Bluetooth devices; play games and so on.

Actually the technology is growing with the intradion of new services depending
on the needs of people, and also with the intradnaif new technical solutions for
SEs, OTA platforms and capabilities and so on.h&t same time, there is a great
effort on establishment of more concrete standavdsolve technical and business
problems of NFC technology. This is really essertiathe technology’s maturity in

terms of business and market dynamics.

In this study, first technical and business corneelftNFC technology is provided
and assessed. Then we present two innovative NR@eg NFC Loyal and NFC
Internal with their technical architectures, desigimmd generic usage models, which

were also presented in international conferences.

The aim of NFC Loyal model is to promote the NFGlded loyalty and payment
applications on the same smart card within NFC teoblFC Loyal allows payment
applications to share their transaction data thmoBgcure Common Domain (SCD)
with loyalty applications on a GlobalPlatform comaplt SE. Such a beneficial model

paves to way for more loyalty services, new busirggportunities and models.
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Another innovative application proposal is NFC tn& which is a low-cost and
easy indoor navigation system. The aim is to origsdrs by NFC tags and NFC
mobiles including an indoor navigation applicatidiser with NFC mobile touches
the NFC tags spread inside the building, and tagses the coordinate data with the

application within NFC mobile.

All these studies aim to understand NFC technolagg its applications with
different perspectives, and give valuable knowledige insights on the development
of technology. From academic perspective, NFC likssveral open research areas
for exploration and investigation, and also needsenrigorous research. In near
future, | want to extend the paper of “NFC Loyal:B&neficial Model to Promote
Loyalty on Smart Cards of Mobile Devices” and explthe life cycle management

of NFC Loyal model on smart cards with appropretesystem model.
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